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DEFINITION 
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Patient unique identifier 

A GUID strategy utilizes software which generates a 
unique ID random code, generated from personally 
identification information (PII) data  
 
That unique ID is then attached to de-identified data 
from each participant, so it can be used by 
investigators to track data from the same individual 
participating in multiple studies 
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MAIN CONCEPTS 
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Concepts of the ID  

What 
Code Linked to PII (Personal Identifiable Information) 

An element of the database 

Why 

It is reliable and can be shared easier than the 

PII 

Confidentiality and patient rights 

ELSI rules but in many cases because of the 

legal framework 
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Personal Identifiable Information (PII) 

 PII 

 Complete legal given (first) name of subject at birth 

 Complete legal additional name of subject at birth (If the subject has a middle 
name) 

 Complete legal family (last) name of subject at birth 

 Day of birth 

 Month of birth 

 Year of birth (####) 

 Name of city/municipality in which subject was born 

 Country of birth 

 Physical sex of subject at birth (M/F) 

 Registry ID - To help distinguish participants, from each of the different registries, 
the registry ID will be incorporated into the GUID. 
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Concepts of the ID - 2  

• How 

– Integer, string or alphanumeric 

– Computer program using some algorithm (one or double) 

– Server or local PC 

• Where 

– The same machine that create the ID (checking duplicates) 

– To be included in our own database 
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Concepts of the ID  -3  

• Other characteristics 

– Reversible or not reversible 

– Reliable 

• Other related concepts 

– Anonymous 

– Pseudoanonymous 

• Terms 

– ID 

– GUID, GRDR-GUID, NDAR-GUID 

– HDID 

– … 
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TYPES OF IDs 
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Options 

• National IDs 

– Valid for national strategies 

– They do not allow interchanging with others out of the 

country 

– Not all countries use personal and unique IDs 

– The person is vulnerable  

 

• ID developed by a Research Network 

– Only useful for specific purposes within the network 

– Need some investment by the network (security reasons) 

– Requires some IT developments 

 

• ID interoperable 

– European projects and interoperability among health systems 

– E-Health 
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• The European eHealth Governance Initiave (eHGI) 
• CALL for InterOPErability (CALLIOPE) 
• Smart Open Services for European Patients (epSOS) 
• Semantic Interoperability for Health Network 

(SemanticHealthNet) 
• The eHealth European Interoperability Framework (eHEIF) 
• The Healthcare Interoperability Testing and Conformance 

Harmonisation (Hitch) 
• Thematic Network on Quality Labelling And Certification of 

EHR Systems (eHR-QTN) 
• A step towards the electronic European Health Insurance 

Card (NetC@rds) 
• Secure Identity Across Borders Linked (STORK) 

Patient unique identifier 

European Projects: Interoperability 
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European Project: STORK 2.0 

Just for people whom resides in Europe 
ID Structure: UK/SP/XXXXXXX  
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Options - 2 

• Global IDs 

– HDID 

– GUID-NDAR 

– GUID-GRDR 
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HDID procedure 
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GUID-GRDR 
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PROCEDURE 
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• The specific GUID client-program will be provided 
by the NIH/NCATS 
• to load the PII 
• generate hashcodes 
• send the hashcodes (not PII) to the GUID 

server.  
• The NIH/NCATS GUID server will return the GUID 

to the registry 
• who will assign it to the participant’s de-

identified medical information 

GRDR-GUID Procedure 1  

Patient unique identifier 
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• Once the GUID is assigned to the medical 
data it will uploaded into the GRDR which 
will be housed on Amazon cloud protected 
by 
• HIPAA (Health Insurance Portability and 

Accountability Act) 
• compliance with the FISMA (Federal 

Information Security Management Act)  

GRDR-GUID Procedure 2  

Patient unique identifier 
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Patient unique identifier 
HIPAA 
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Patient unique identifier 
FISMA 
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• Requirements to protect the privacy and 
confidentiality of the participants and ensure the 
security of data against natural or man-made 
threats 
 

• The process of assigning a GUID keeps direct 
patient identifiers from ever being transmitted or 
stored in the NIH/NCATS. 

GRDR-GUID Procedure 3  

Patient unique identifier 
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GRDR-GUID 
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ID,FIRSTNAME,MIDDLENAME,SUBJECTHASN
OMIDDLENAME,LASTNAME,MOB,DOB,YOB, 
COB,SEX 
  
Local_id1,John,Quincy,NO,Public,1,1,2007, 
Washington,M 
 
Local_id2,Jane,,YES,Smith,2,2,2006,Baltimore
,F 

Example Batch CSV with Select PII Input Data 

Patient unique identifier 
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Software 
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Patient unique identifier 

Providing the 
GUID 
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Example Batch CSV with Select PII Input Data 

Patient unique identifier 
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FIRST OPTION: RIGHT DATA 
GRDRDEMONT807GM1,MANUEL,,SURNAME,No,MMM,DD,YYYY,MADRID,ES,
Male,, 
SECOND OPTION: REPLACING MANUEL WITH MANOLO. In this case some 
advertisement was arisen (see the message in the figure below) 
GRDRDEMOBK946JVG,MANOLO,, SURNAME,No, MMM,DD,YYYY,MADRID,ES, 
Male,, 
THIRD OPTION: I INCLUDED SOME MISTAKE IN THE YEAR OF BIRTH 
GRDRDEMONT807GM1,MANUEL,, SURNAME,No, MMM,DD,YYYX,MADRID, 
ES,Male,, 
FOURTH OPTION: RIGHT DATA WITH EXTRA INFORMATION 
GRDRDEMONT807GM1,MANUEL,, SURNAME,No, MMM,DD,YYYY,MADRID,ES, 
Male,ID NATIONAL,ES 

Some tests using my personal data 

Patient unique identifier 
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Some tests using my personal data 

Patient unique identifier 
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NDAR-GUID 

Patient unique identifier 

https://ndar.nih.gov/ndarpublicweb/help/ndar/Guid_Tutorial.html
https://ndar.nih.gov/ndarpublicweb/help/ndar/Guid_Tutorial.html
https://ndar.nih.gov/ndarpublicweb/help/ndar/Guid_Tutorial.html
https://ndar.nih.gov/ndarpublicweb/help/ndar/Guid_Tutorial.html
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MAIN OUTCOMES 
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NDAR-GUID OUTCOMES 
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SUMMARY 
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• The implementation of an ID into RD registries 
allows to the researchers building capacities 
• Share the information with others 
• Interoperate among databases 
• Protect their patients 
• Facilitate the patient’s collaboration 

• GRDR-GUID is the most robust ID strategy for 
sharing data worldwide 

• To use the GUID has some sense if they are linked 
to other research strategies, which provide valid 
outcomes for patient lives 
 

CONCLUSIONS  

Patient unique identifier 
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Thank you 
mposada@isciii.es 
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